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ISO 27001 is a widely recognized standard for Information Security Management Systems (ISMS) and 
serves as the foundation for many other security frameworks. Organizations often use it as a baseline 
for regulatory compliance, risk management, and overall security posture. Its structured approach 
helps businesses protect sensitive data, demonstrate compliance, and build trust with stakeholders.

Lansweeper for ISO 27001 Compliance

This guide is designed to help you on your journey toward ISO 27001 compliance, breaking down 
the key steps—assessing your current security measures, implementing an ISMS, and preparing 
for certification. Whether you’re pursuing full certification or simply strengthening your security 
framework, this resource provides a clear path forward.

It offers an overview of the four sections of controls that make up Annex A, with a deeper dive 
into the controls where Lansweeper can make the biggest impact—primarily in sections 5 and 
8. Lansweeper helps you cover 75% of the technology-dependent controls, providing a solid 
foundation for your compliance efforts.



Annex A

Annex A of the ISO 27001 policy describes a series of controls that provide guidance on the 
implementation of information security policies. They provide direction on how to implement 
your policies to meet relevant laws and regulations while still in line with your organization’s 
requirements. Not all of these controls are mandatory. You can choose the controls that best align 
with your organization’s security needs, as established during your risk assessment and in your 
ISMS.  The controls in Annex A are divided into 4 sections:

•	 A.5 Organizational Controls
•	 A.6 People Controls
•	 A.7 Physical Controls
•	 A.8 Technological Controls
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Annex A.5: Organizational Controls

Section 5 of Annex A deals with organizational controls and consists of 37 controls. These controls focus 
on policies, procedures, responsibilities, and any other measures that can be taken on the organizational 
level to improve the effectiveness of your information security strategy. This includes controls about: 

•	 Security policies and other core business policies supporting your ISMS
•	 The duties and responsibilities of the management and any other staff responsible for the day-

to-day implementation of your ISMS
•	 Contact with relevant authorities and other relevant interest groups
•	 Threat intelligence and monitoring
•	 Identity and access management
•	 Classification and labeling of information
•	 Vendor and supply chain management
•	 Incident response and business continuity
•	 Asset management 

Of the 37 controls in section 5, Lansweeper can directly or indirectly assist with 15.

5.7 Threat Intelligence

Control 5.7 is about gathering and examining information on potential security threats to create 
what’s known as threat intelligence. This involves collecting data on the kinds of security risks that 
could affect your organization and then analyzing this information to understand how these threats 
could impact your day-to-day operations. This allows you to stay ahead of potential security issues 
so that you can prepare and protect yourself more effectively against cyber threats. There are several 
ways Lansweeper helps you collect relevant data for threat intelligence.

Lansweeper’s Risk Insights feature compares the comprehensive asset data Lansweeper collects 
to known vulnerability data from the VulnCheck, CISA, and MS databases. Based on this information 
it compiles a list of at-risk assets in your network and the vulnerabilities that are threatening them. 
For each vulnerability, you will also find additional details like CVSS scores, patch availability, and 
additional resources. This allows you to prioritize and address vulnerabilities promptly, cutting down 
response times and strengthening your defenses against potential breaches.
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https://www.lansweeper.com/product/features/unity/vulnerability-insights/


Lansweeper collects and monitors event logs from across the network, to help identify patterns 
and anomalies that could indicate security threats. It gives you detailed visibility into system events, 
which helps with early detection of potential issues, enabling timely analysis and response to security 
incidents, and improving your organization’s overall security posture and resilience against information 
security threats.
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Lansweeper’s asset change history tracking feature systematically records any changes made to 
your hardware, software, configurations, and permissions. These records provide a comprehensive 
overview of your IT environment’s evolution. Thanks to the detailed tracking, you can easily identify 
unusual or unauthorized changes, contributing to your threat intelligence by highlighting potential 
vulnerabilities or indicators of compromise. This approach lets you proactively enhance your security 
posture and plan your timely response to any emerging threats.

Lansweeper’s powerful and granular reporting capabilities can help you create a security base-
line. Compare your assets to these baselines and alert on any deviation. Over 400 built-in or custom 
reports provide you with detailed insights into the status of your entire IT network. Antivirus status, 
running services, required software and/or agents, registry key values and file versions, unapproved 
software, unauthorized local administrators, and more - Lansweeper helps ensure compliance to 
your baseline security standards.

Integrate Lansweeper’s technology asset data with your tech stack. Lansweeper inte-
grates into leading cybersecurity applications like Splunk, Palo Alto Cortex XSOAR, Threat-
Aware, DeepSurface, Microsoft Sentinel, and more. Lansweeper’s detailed asset data 
helps to improve your threat intelligence quality and provides additional context to threat 
intelligence already detected.

https://community.lansweeper.com/t5/managing-assets/track-software-memory-and-other-changes-on-windows-computers/ta-p/64397
https://www.lansweeper.com/blog/pro-tips/reporting-on-compliance/
https://www.lansweeper.com/product/integrations/?category%5B0%5D=cybersecurity&category%5B1%5D=siem-soar
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Relevant Reports:

•	 Windows Error events generated in last 7 days 
•	 Software Changes in the last 7 days 
•	 Newly Discovered Software in the Last 7 Days
•	 Antivirus Installed Audit
•	 BitLocker Drive Encryption Audit
•	 Hardware Lifecycle Overview

5.9 Inventory of Information

Control 5.9 calls for the creation and upkeep of a detailed list of all information and assets 
related to the organization’s operations, including identifying who is responsible for each. This 
inventory helps in understanding what assets the organization has, where they are located, and who 
is accountable for them, ensuring that all assets are properly managed and protected. Keeping this 
inventory updated is crucial for effective information security and asset management.

Lansweeper automates asset discovery and inventory, eliminating manual entry and reducing 
the risk of human error. This not only saves time but also ensures your inventory is as accurate and 
up-to-date as possible. By leveraging a combination of agentless and agent-based discovery, along 
with passive scanning, Lansweeper detects every hardware device and software installation on your 
network—even those that might be overlooked in manual checks. Any device that so much as touches 
your network is identified, providing a comprehensive and reliable inventory.

Classify your assets based on Lansweeper’s detailed, comprehensive, and customizable inventory 
data. You can organize assets by type, location, model, and more, helping you determine the importance 
and sensitivity of each asset.

Track which user is using which asset, to make it easier to assign ownership. Thanks to the inte-
gration with Active Directory, EntraID, and Exchange you can link devices to specific users or depart-
ments, simplifying ownership assignment.

Create a central unified inventory of all assets, which can be accessed and customized through a 
web-based interface. This means you always have an up-to-date single source of truth for all IT-related 
projects and processes. Information about each asset is detailed, including specifications, current 
status, and associated users. 

https://www.lansweeper.com/resources/report/operating-system/event-log-errors-generated-in-last-7-days/
https://www.lansweeper.com/resources/report/history/software-changes-in-the-last-7-days-audit/
https://www.lansweeper.com/resources/report/security-software/newly-discovered-software-in-the-last-7-days-audit/
https://www.lansweeper.com/resources/report/security-software/all-workstations-with-antivirus-software/
https://www.lansweeper.com/resources/report/hardware/bitlocker-drive-encryption-audit/
https://app.lansweeper.com/redirect-to/security-insights/vulnerabilities/hw-lifecycle
https://www.lansweeper.com/it-network-discovery/
https://community.lansweeper.com/t5/managing-assets/link-assets-to-other-assets-or-users/ta-p/64304
https://www.lansweeper.com/it-network-inventory/
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Tracks changes to assets over time. Lansweeper logs when software is installed or removed, when 
hardware components are changed, and when other alterations are made, ensuring that the inventory 
remains up-to-date. It also creates a historical record of said assets and the changes made to them 
over time.

Lansweeper reporting feature provides you with 400 built-in that can help identify risks, such as 
unauthorized software installations or hardware changes, as well as a report builder to create your 
own custom reports. Customized alerts can notify the appropriate personnel of these risks when 
the report picks them up. Vulnerability and Risk Insights give you a comprehensive list of assets 
that are being threatened by known vulnerabilities, based on vulnerability data from the VulnCheck, 
VulDB, CISA, and MS databases.

Integrate Lansweeper with your tried and trusted ITAM solutions like Asset Panda, Setyl, Timely, 
and more to improve data quality and so that no asset goes unnoticed. Populating your inventory 
with granular asset data about all network-connected hardware and software assets. 

Relevant Reports:

•	 Asset to user relations
•	 Computer Memory Changes
•	 Startup Applications History
•	 IP History

https://www.lansweeper.com/it-analytics/
https://www.lansweeper.com/product/features/unity/vulnerability-insights/
https://www.lansweeper.com/product/integrations/?category%5B0%5D=itam
https://www.lansweeper.com/resources/report/active-directory-users/asset-to-users-relations-audit/
https://www.lansweeper.com/resources/report/hardware/computer-memory-changes-audit/
https://www.lansweeper.com/resources/report/software/startup-applications-history-audit/
https://www.lansweeper.com/resources/report/network/ip-history-audit/
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5.10 Acceptable Use of Information and Other Associated Assets

Control 5.10 focuses on establishing clear rules for how information and related assets 
should be used, along with procedures for their management. This involves defining, documenting, 
and putting into practice guidelines that dictate acceptable and secure ways to handle and interact 
with organizational assets. The aim is to ensure that all individuals understand their responsibilities 
and the correct procedures for using and managing information assets, thereby protecting the 
organization’s data from misuse or unauthorized access.

Lansweeper can help you collect the asset data you need to create guidelines for use and handling 
of your critical technology assets.

Through inventory analysis: By providing a complete inventory of assets, Lansweeper can help 
identify what rules and procedures are needed for different asset types. The acceptable use of software 
can differ from hardware, and specialized equipment might need specific handling procedures. For 
example, Lansweeper can help you identify critical infrastructure servers that contain critical or 
confidential information so that you can set up specific policies to better protect them.

Classify your assets based on Lansweeper’s detailed, comprehensive, and customizable inventory 
data. You can organize assets by type, location, model, and more, helping you determine the importance 
and sensitivity of each asset.



With comprehensive asset data: The detailed asset records provided by Lansweeper can also be 
used to create document handling procedures for each asset type based on specifics such as location, 
model, serial numbers, and users. This can be useful for creating use and handling guidelines. The OT 
Discovery feature even collects details from critical industrial equipment that can help you document 
use policies.

Through software policy enforcement: Lansweeper can detect unauthorized or non-compliant 
software installations, helping to enforce software use policies.

Integrate Lansweeper with your CMDB and ITSM tools like Jira Service Management, ServiceNow, 
HaloITSM and more to fuel them with rich asset data. These tools facilitate the documentation, 
implementation, and enforcement of policies by integrating them into daily IT service workflows. 
They ensure that every interaction with IT assets, from deployment to maintenance and 
decommissioning, adheres to the organization’s acceptable use policies. This makes them invaluable 
for maintaining compliance and enhancing overall information security governance.

Relevant Reports:

•	 Unauthorized Software Audit

  |  07

https://www.lansweeper.com/product/integrations/?category%5B0%5D=itsm
https://www.lansweeper.com/resources/report/security-software/unauthorized-software-audit/


5.11 Return of Assets

Control 5.11 mandates that employees and other relevant individuals must return any assets 
belonging to the organization when their employment or agreement ends. This ensures that 
all organizational assets are accounted for and secured, preventing unauthorized use or loss of assets 
after someone’s departure or contract termination. Establishing clear procedures for asset return helps 
maintain control over the organization’s resources, supporting information security management. 

Lansweeper lets you link assets to their individual user, so you always have a record of who 
has which assets, and, by extension, who has to return what upon leaving the organization. If you 
are using Lansweeper on-prem, Lansweeper will also maintain a history of asset statuses and user 
assignments. This can be incredibly useful to ensure that all assets assigned to a person are returned 
and it provides receipts of where an asset has been in case of asset loss.

Lansweeper also contains a number of reports that help you keep track of your assets and who 
is currently in charge of them. These reports can be used during exit interviews to remind employees 
of their obligation to return company assets.

If you are using Lansweeper on-prem you can use the built-in “Assets: Asset to user relations” report. 
Our team has also put together the 2 reports below for you that list disabled AD accounts that still 
have active equipment associated with them and the last logon on your active Windows machines 
respectively.
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All reports can also be linked to automated alerts or you can set an alert for asset return dates 
tied to the end of employment contracts or other agreements.

In case of a compliance audit, these reports can be used to verify that all assets have been returned 
when an individual has left the company. Alternatively, the detailed asset information gathered by 
Lansweeper can also simply be used in the documentation of procedures for asset return.

Lansweeper integrates with your ITSM and CMDB applications like Jira Service Management, 
ServiceNow, HaloITSM and more. Thanks to Lansweeper’s detailed asset data your tools can accurately 
track devices and their owners and smoothen on- and offboarding with automation.

5.12 Classification of Information

Control 5.12 underlines the importance of categorizing information based on its sensitivity and 
the need for protection, focusing on confidentiality, integrity, and availability. This classification 
guides how information should be handled and protected, ensuring that security measures align 
with the level of sensitivity and the requirements of relevant stakeholders. By doing so, you can apply 
appropriate security controls to safeguard information effectively.

Lansweeper helps with discovering and classifying your information, by identifying and 
categorizing all your IT assets that store, process, and transmit said information. Knowing 
where your information resides is the first step in knowing what information exists to begin the 
classification process. Once said classification is in place, the same hardware and software inventory can 
support the implementation of security controls based on the classification levels. For example, more 
robust encryption may be necessary for assets handling highly confidential information.

Based on your classification, you want to make sure that only authorized personnel have access to 
your information. By mapping assets to users and keeping a history of the logins of each user, 
Lansweeper can aid in enforcing access controls. Detailed asset reports can be generated to 
document which assets contain classified information, supporting the overall information security 
management documentation. On top of that, Lansweeper creates an audit trail that can support 
compliance efforts by providing evidence that classified information is stored on appropriate assets 
with the necessary security controls.
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Relevant Reports:

•	 Asset to user relations
•	 Active Directory - Disabled AD accounts that still have equipment active
•	 Last Logon for Active Windows Devices

https://community.lansweeper.com/t5/reporting/send-report-and-event-log-alerts/ta-p/64333
https://www.lansweeper.com/product/integrations/?category%5B0%5D=itsm
https://www.lansweeper.com/resources/report/active-directory-users/asset-to-users-relations-audit/
https://www.lansweeper.com/resources/report/active-directory-users/disabled-ad-accounts-that-still-have-equipment-active/
https://www.lansweeper.com/resources/report/active-directory-users/last-logon-for-active-windows-devices/


Relevant Reports:

•	 Windows Server DHCP Role
•	 Installed software by computer 
•	 Asset to user relations 
•	 Last user logon
•	 Windows user logons detected during scan (last 7 days)
•	 SQL Server Databases 
•	 Failed Login Attempts
•	 Software Overview
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5.13 Labelling of Information

Control 5.13 emphasizes the need for organizations to establish and follow procedures for 
labeling information according to its classification level. This involves marking information in a 
way that clearly indicates its sensitivity and how it should be handled, as well as ensuring that all per-
sonnel understand and respect the security requirements associated with different types of information. 
Proper labeling supports the effective implementation of security controls, helping to maintain the 
confidentiality, integrity, and availability of information as per the organization’s information security 
standards.

It is important to note here that Lansweeper is not a data classification or labeling tool. 
However, you can add some labeling using custom fields. More importantly though, 
Lansweeper provides necessary asset information and management capabilities to 
support your organization’s data labeling procedures. It contributes to the overall governance 
of information security by ensuring that the infrastructure handling sensitive information is known, 
managed, and controlled. Here are some ways Lansweeper can support you in labeling your 
organization’s sensitive information:

	• Identification of Storage Locations: Lansweeper can help identify where classified information 
is stored within the organization by providing a detailed inventory of all IT assets. This knowledge 
is essential for ensuring that the labeled information is appropriately protected.

	• Asset Documentation: Lansweeper can document which assets should contain labeled information 
according to the classification scheme, which is helpful for audits and ensuring compliance with 
labeling procedures.

	• Verification Support: While Lansweeper cannot verify the labels on the information itself, it can 
help verify that the systems supposed to contain labeled information have the proper security 
controls in place.

https://www.lansweeper.com/resources/report/operating-system/windows-server-dhcp-role-audit/
https://www.lansweeper.com/resources/report/software/installed-software-by-computer/
https://www.lansweeper.com/resources/report/active-directory-users/asset-to-users-relations-audit/
https://www.lansweeper.com/resources/report/active-directory-users/last-user-logon/
https://www.lansweeper.com/resources/report/scanning/windows-user-logons-detected-during-scan-last-7-days/
https://www.lansweeper.com/resources/report/operating-system/microsoft-sql-servers-and-their-installed-databases/
https://www.lansweeper.com/resources/report/operating-system/failed-logon-event-audit/
https://app.lansweeper.com/redirect-to/software


	• Custom Fields: While not a labeling tool, Lansweeper does offer you the possibility to add addi-
tional information to your assets through custom fields, which you can label any way you want, and 
can be reported on.

	• Lifecycle Tracking: Lansweeper can track the lifecycle of assets that contain labeled information, 
ensuring that any asset that is decommissioned is handled correctly according to the labeling 
and classification of the information it contains. Lansweeper Sites also contains multiple lifecycle 
reports to simplify your lifecycle management.

	• Reporting: You can build your own reports in Lansweeper based on custom fields you add to 
your asset data. If you create a custom field to add a classification to your asset data, you can 
build custom reports to easily track classification. Our own team has also created a report to audit 
folder share permissions. You can find this report in your Lansweeper Site, or below for on-prem.

	• Enforcement of Policies: Lansweeper can enforce security policies on assets that should 
contain labeled information. For example, if a particular asset is documented to contain 
“confidential” information, Lansweeper can ensure that only software and configurations 
approved for handling such information are present on that asset.

	• Physical tracking of assets: QR codes for assets can be generated from Lansweep-
er for physical asset tracking. This way you can easily access the asset details of 
any asset, including whether it contains any labeled information, from its physical location.  
Additionally, you can create a map of your assets by uploading a blueprint of your offices and 
indicating where assets are physically located.
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https://www.lansweeper.com/product/features/analyze/reporting/
https://community.lansweeper.com/t5/managing-assets/generate-qr-codes/ta-p/64363
https://community.lansweeper.com/t5/managing-assets/place-assets-on-a-map/ta-p/64334


Relevant Reports:

•	 Hardware Lifecycle Overview
•	 OS Lifecycle Overview
•	 Hardware and OS lifecycle information
•	 Hardware End of Support
•	 Hardware End of Support between 12 and 24 months
•	 Hardware End of Support in the next year
•	 OS End of Life
•	 OS End of Life in the next year
•	 OS End of Life between 12 and 24 months
•	 OS End of Support
•	 OS End of Support in the next year
•	 OS End of Support between 12 and 24 months
•	 Windows Folder Shares Audit
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5.14 Information Transfer

Control 5.14 requires the establishment of clear guidelines and procedures for the secure 
transfer of information within the organization and to external parties. This ensures that 
all information transfers, regardless of the method used, are conducted securely and in line with 
the organization’s information security policies. Effective management of information transfer helps 
protect against unauthorized access and data leaks, maintaining the confidentiality, integrity, and 
availability of the information during and after the transfer process.

Again, Lansweeper is not a tool for managing the actual data transfer processes, but it provides essential 
infrastructure visibility, configuration management, and compliance reporting to support the secure 
transfer of information. These capabilities can help you in ensuring that the rules, procedures, and 
agreements for information transfer are effectively implemented and maintained. Here is what 
Lansweeper can do:

	• Identify transfer mechanisms: Lansweeper can provide a detailed inventory of all the assets 
that could be involved in information transfer, such as servers, workstations, network devices, and 
removable media devices. It also maps the network, showing how assets are connected, which 
can help identify potential transfer pathways.
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	• Configuration management: By keeping track of configurations, Lansweeper can help ensure 
that devices used for information transfer are configured according to security policies.

	• Compliance checks: Lansweeper can help verify that the configurations of assets used in the 
transfer process comply with the organization’s security policies and standards.

	• Manage transfer tools: Lansweeper can track software that may be used for information trans-
fer (e.g., FTP clients, email clients, encryption tools) to ensure they are up-to-date and patched 
against known vulnerabilities. 

	• Detect unauthorized software: Lansweeper can detect and alert about unauthorized software 
that might be used for data transfer, which could bypass official transfer control procedures.



	• Support agreements and audits: Detailed reports generated by Lansweeper can support the 
creation and enforcement of transfer agreements by documenting what transfer facilities are in 
place and how they are configured.

	• Create an audit trail: Lansweeper provides an audit trail for asset changes that can be invaluable 
during information security audits, especially for tracing the history of assets used for data transfer.
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	• Support incident investigation support: In the event of a security incident related to informa-
tion transfer, Lansweeper can provide crucial data about the devices, software, and configurations 
involved, supporting the investigation process.

Relevant Reports:

•	 Windows Folder Shares Audit
•	 Unauthorized software
•	 Software Changes in the last 7 days
•	 Installed software by computer
•	 Windows Error events generated in last 7 days
•	 Common FTP Software Installed

5.15 Access Control

Control 5.15 emphasizes the importance of creating and applying rules for both physical 
and digital access to information and related assets, guided by business needs and security 
requirements. This control ensures that access is granted appropriately, safeguarding sensitive data 
and systems from unauthorized access, thereby protecting the organization’s assets in alignment 
with its security objectives and operational needs.

Lansweeper can assist with IAM by providing inventory data on assets that are associated 
with certain users, as well as a login history for each user. With this information, you can ensure 
that users only access those assets they are authorized to, and that when a user leaves the orga-
nization, all assets assigned to them are also returned and their access to those assets is revoked. 
Additionally, Lansweeper can identify unused or underutilized accounts that may be tied to inactive 
user identities, which can then be reviewed and potentially deactivated.

Integrate Lansweeper with your ITSM and CMDB tools like Jira Service Management, ServiceNow, 
HaloITSM and more and fuel them with always-accurate asset data. Your ITSM allows for the manage-
ment of access controls through ticketing, approval workflows, and role-based access management. 
It ensures that access requests are properly managed and that access rules are enforced based on 
business and security needs. Furthermore, Lansweeper’s API and ITSM tools allow integration with IAM 
tools for even stricter access control.

https://www.lansweeper.com/resources/report/operating-system/windows-shares-and-their-share-permissions/
https://www.lansweeper.com/resources/report/security-software/unauthorized-software-audit/
https://www.lansweeper.com/resources/report/history/software-changes-in-the-last-7-days-audit/
https://www.lansweeper.com/resources/report/software/installed-software-by-computer/
https://www.lansweeper.com/resources/report/operating-system/event-log-errors-generated-in-last-7-days/
https://www.lansweeper.com/resources/report/software/common-ftp-software-installed/
https://www.lansweeper.com/product/integrations/?category%5B0%5D=itsm


Relevant Reports:

•	 Active Directory Enabled/Disabled Users
•	 Last Logon for Active Windows Machines
•	 Last user logon
•	 Windows user logons detected during scan (last 7 days)
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5.16 Identity Management

Control 5.16 focuses on effectively managing the entire lifecycle of user identities within an 
organization, from creation and maintenance to deactivation or deletion. This comprehen-
sive approach ensures that access rights and permissions are always aligned with the current roles 
and responsibilities of individuals, enhancing security and reducing the risk of unauthorized access. 
Proper identity management is crucial for maintaining the integrity and security of the organization’s 
information systems and resources.

By providing valuable asset information and supporting the infrastructure that IAM processes depend 
on, Lansweeper indirectly assists with identity lifecycle management in terms of the IT assets they 
use. There are various ways Lansweeper can support your identity management:

	• User-device association: Lansweeper can keep track of which devices are assigned to each 
user, which is helpful when managing the asset component of a user’s identity. For example, if a 
user leaves the organization, Lansweeper can help ensure that all devices assigned to that user 
are accounted for.

	• Active Directory user information and history: Lansweeper collects all Active Directory User 
Objects,  and allows the importing of custom attributes, as well as group memberships.

https://www.lansweeper.com/resources/report/active-directory-users/active-directory-enabled-disabled-users-audit/
https://www.lansweeper.com/resources/report/active-directory-users/last-logon-for-active-windows-devices/
https://www.lansweeper.com/resources/report/active-directory-users/last-user-logon/
https://www.lansweeper.com/resources/report/scanning/windows-user-logons-detected-during-scan-last-7-days/


	• User logon history: (on-prem only) Lansweeper provides records of what devices and software 
users have been accessing. This can be useful for auditing purposes and to support compliance 
with access control policies.
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Relevant Reports:

•	 All Active Directory Users
•	 Active Directory user and their groups
•	 Last User Logon
•	 Windows Computer Logon History
•	 Active Directory Enabled/Disabled Users
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	• Reporting for audits: Lansweeper can generate reports that detail the configuration and status 
of assets, which can be used to support audits of identity management processes, particularly in 
verifying that assets are properly provisioned or deprovisioned along with user identities.

	• Network asset discovery: Lansweeper can identify all devices connected to the network, which 
supports network access control (NAC) solutions by ensuring that only devices associated with 
current and valid user identities are allowed network access.

	• Orphaned account detection: While directly managing accounts is beyond Lansweeper’s 
capabilities, it can help identify assets that may be related to orphaned accounts (accounts that 
remain active after the user has left the organization) by showing the last known user of an asset.

	• Custom integrations: Lansweeper integrates with leading ITSM and CMDB tools like Jira Service 
Management, ServiceNow, HaloITSM and more. With Lansweeper granular asset data as a solid 
foundation for Identity-focussed workflows these tools can manage the creation, modification, 
and termination of user identities through workflows and approval processes.

5.17 Authentication information

Control 5.17 emphasizes the need for a structured management process to oversee the 
allocation and handling of authentication information, such as passwords. Employees should 
be guided and trained in secure practices for managing their authentication information to prevent 
unauthorized access. By ensuring that this sensitive information is handled correctly, you can 
significantly enhance the security of your organization’s data and systems.

While Lansweeper itself does not handle authentication information, it’s rich asset data can be used 
to fuel your ITSM and CMDB tools like Jira Service Management, ServiceNow, HaloITSM 
and more through seamless integrations. Lansweeper’s technology asset data can serve as a 
foundation for these tools to manage user access, including authentication credentials. They support 
password resets, multi-factor authentication processes, and the overall management of how authen-
tication information is distributed and used through ticketing and automations.

https://www.lansweeper.com/resources/report/active-directory-users/active-directory-user-attributes/
https://www.lansweeper.com/resources/report/active-directory-users/active-directory-users-and-their-groups/
https://www.lansweeper.com/resources/report/active-directory-users/last-user-logon/
https://www.lansweeper.com/resources/report/active-directory-users/windows-computer-logon-history/
https://www.lansweeper.com/resources/report/active-directory-users/active-directory-enabled-disabled-users-audit/
https://www.lansweeper.com/product/features/analyze/reporting/
https://www.lansweeper.com/product/integrations/?category%5B0%5D=itsm
https://www.lansweeper.com/product/integrations/?category%5B0%5D=itsm


5.18 Access Rights

Control 5.18 stresses the importance of managing access rights systematically, ensuring 
they’re granted, reviewed, changed, or revoked in line with specific organizational policies 
and rules on access control. This process is key to maintaining secure and appropriate access to 
information and assets, helping to prevent unauthorized access and ensuring that individuals have 
the access they need to fulfill their roles effectively.

Lansweeper provides detailed asset and user data, aiding in the management of access rights. 
Through its comprehensive scanning and reporting capabilities, Lansweeper can identify 
which users have access to what assets, supporting the process of provisioning, reviewing, 
modifying, and removing access rights in compliance with the organization’s access control 
policies and rules. 

Lansweeper identifies which users have access to specific assets and allows you to generate reports 
on access rights. This way you can easily review and adjust access rights and permissions to align 
with organizational policies. Track and document changes in access rights to ensure they are being 
updated and revoked as needed and you always have the documentation on hand in case of audits.

Furthermore, Lansweeper integrates seamlessly with leading ITSM and CMDB solutions like 
Jira Service Management, ServiceNow, HaloITSM and more. With Lansweeper’s always-accurate 
asset data as their foundation, these tools can more effectively manage user access, including 
reviewing, modifying, and reviewing access through ticketing and automations.

5.23 Information Security for Use of Cloud Services

Control 5.23 requires setting up clear processes for handling all phases of cloud service uti-
lization—acquisition, usage, management, and termination—ensuring these processes align with 
the organization’s security standards. This comprehensive approach helps safeguard sensitive data 
throughout the cloud service lifecycle, from selection and deployment to discontinuation, maintaining 
information security, and compliance with organizational policies.

Lansweeper’s cloud discovery feature automatically collects the cloud data you need, cataloging 
all assets within your cloud infrastructure, including virtual machines, storage buckets, databases, 

Relevant Reports:

•	 Asset to User Relations
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https://www.lansweeper.com/product/integrations/?category%5B0%5D=itsm
https://www.lansweeper.com/product/features/it-network-discovery/cloud-server-scanning/
https://www.lansweeper.com/resources/report/active-directory-users/asset-to-users-relations-audit/


and more. You can use Lansweeper on AWS, Amazon Web Services, Google Cloud Platform 
(GCP), Virtual Private Clouds, and your own individual servers. Lansweeper retrieves all available 
fields exposed by the manufacturer’s API. You can scan every device and group of devices hosted 
on hybrid or cloud-based server environments as well as manage multiple cloud environments 
at once.

On top of that, Lansweeper is also able to scan any cloud-hosted resource running a Windows, 
Linux or Mac OS using its traditional scanning capabilities to get the same level of device-specific 
details as physical machines including hardware, software, and user information. 

All data will be collected and stored in one single system, accessible through a handy interface 
with asset pages that are easy to navigate. This cloud asset inventory forms the foundation of 
your security, compliance, and resource optimization strategies. Achieving full visibility of your 
IT estate, including cloud assets, is crucial for promptly identifying and addressing security risks.

5.25 Assessment and Decision on Information Security Events

Control 5.25 emphasizes the need to evaluate information security events to determine if they 
should be classified as security incidents. It involves a systematic process for assessing events based 
on their impact and relevance to security policies, ensuring that significant events are identified and 
managed as incidents, allowing for timely and appropriate responses to potential threats.

Lansweeper’s event log monitoring helps with swiftly identifying and assessing security events 
by providing insight into event logs across the IT infrastructure. This facilitates early detection 
of potential incidents, so you can quickly respond to and mitigate risks, protecting operational 
integrity and data security.
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https://community.lansweeper.com/t5/cloud/discover-workloads/ta-p/75458
https://community.lansweeper.com/t5/cloud/discover-workloads/ta-p/75458
https://www.lansweeper.com/product/features/it-network-discovery/windows-event-log-scanner


Create event log alerts to notify you as soon as a critical event is scanned. By combining Windows 
event log scanning targets and email alerts, you will be notified within minutes when vital assets are 
having difficulties. And of course, email notifications also work for non-critical event logs. Simply 
modify the criteria for your alerts in the Reports & Alerts section of your Lansweeper web console. 

Track your asset change history to enhance security by meticulously recording changes in hardware, 
software, configurations, and user permissions. This allows you to detect unauthorized changes, 
ensuring that all modifications align with security policies. By maintaining a comprehensive audit 
trail, Lansweeper aids in accountability and forensic analysis, crucial for mitigating risks and ensuring 
compliance with regulatory requirements.

Lansweeper’s file and registry scanning capabilities offer deep insight into system configurations 
and file integrity, helping you maintain security standards. By scanning and tracking file and registry 
changes, Lansweeper facilitates the detection of unauthorized modifications, contributing to data 
security and compliance. This function is key for identifying potential vulnerabilities or breaches, 
allowing for prompt remediation actions to safeguard information assets.

Seamlessly integrate Lansweeper with leading SIEM and SOAR tools, including Splunk ES, Palo 
Alto Cortex XSOAR, IBM QRadar, MSFT Sentinel, Splunk SOAR, providing complete and accurate 
technology asset data automatically, to enrich alerts and enable swift incident remediation. Linking 
Lansweeper’s data to security events greatly simplifies and speeds up the process of identifying and 
remediating the issue. IT teams can also use this information to proactively protect the infrastructure 
by identifying assets in need of upgrades and automatically rolling out critical software updates. 
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https://community.lansweeper.com/t5/reporting/send-report-and-event-log-alerts/ta-p/64333
https://community.lansweeper.com/t5/managing-assets/track-software-memory-and-other-changes-on-windows-computers/ta-p/64397
https://community.lansweeper.com/t5/scanning-your-network/scan-registry-values-with-custom-registry-scanning/ta-p/64271
https://www.lansweeper.com/product/integrations/?category%5B0%5D=siem-soar


Relevant Reports:

•	 Scanned Registry Keys
•	 Windows: Error events generated in last 7 days
•	 Event Log Cleared Audit
•	 Failed Logon Event Audit
•	 Windows Firewall Service Stopped Event Audit

5.26 Response to information security incidents

Control 5.26 requires you to define, document, and follow procedures when responding 
to information security incidents. This ensures a consistent, effective approach to managing 
and mitigating the effects of security breaches, minimizing damage and restoring normal operations 
promptly.

Lansweeper integrates seamlessly with your ITSM and CMDB applications like Jira Service 
Management, ServiceNow, HaloITSM and more is that you always have accurate and up-to-date 
asset information on hand to enhance your incident response. Reliable asset data allows for more 
informed decision-making and a quicker, more organized response to security incidents using 
ticketing or automation. This ensures that responses are thorough and consistent with the organi-
zation’s predefined incident management procedures.

5.28 Collection of Evidence

Control 5.28 mandates the creation of procedures for efficiently handling evidence related 
to security events. This includes identifying, collecting, securing, and preserving evidence to 
support investigations and ensure accountability. Establishing these protocols is crucial for analyzing 
incidents thoroughly, facilitating legal processes, and enhancing future security measures.

Lansweeper’s detailed and comprehensive asset discovery and inventory help with the identification, 
collection, acquisition, and preservation of evidence in the event of a security incident:

	• Evidence identification: Lansweeper’s detailed asset inventory helps in pinpointing devices 
involved in security events, aiding in the identification of potential evidence. The quick identi-
fication of assets linked to security events ensures that all relevant evidence is accounted for.

	• Evidence collection: Lansweeper’s event log collection features allow for the aggregation of 
system and application logs, which can serve as evidence. Detailed event logs capture digital 
activities related to security incidents, providing a wealth of information for analysis.
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https://www.lansweeper.com/resources/report/operating-system/custom-registry-key-audit/
https://www.lansweeper.com/resources/report/operating-system/event-log-errors-generated-in-last-7-days/
https://www.lansweeper.com/resources/report/operating-system/event-log-cleared-audit/
https://www.lansweeper.com/resources/report/operating-system/failed-logon-event-audit/
https://www.lansweeper.com/resources/report/operating-system/windows-firewall-service-stopped-event-audit/
https://www.lansweeper.com/product/integrations/?category%5B0%5D=itsm
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	• Evidence acquisition: Detailed scanning and reporting capabilities can be used to acquire 
configurations and system states, further contributing to evidence gathering. Lansweeper’s 
ability to scan and report on current and historical configurations of assets allows organizations 
to acquire critical evidence on how and when a security event impacted their systems.

	• Evidence preservation: Lansweeper stores asset and event log information securely, aiding 
in the preservation of digital evidence. This also preserves the integrity of digital evidence, 
ensuring it remains untampered for analysis and potential legal proceedings.

Furthermore, Lansweeper seamlessly integrates a wide range of supporting tools such as Splunk, 
Axonius, Jira Service Management, ServiceNow, FortifyData, ManageEngine ServiceDesk Plus, 
Oomnitza, and more that can each provide strong indirect support for Control 5.28. More specifi-
cally, they help with the collection of evidence by ensuring that evidence related to security events 
is properly identified, collected, and preserved for investigation purposes.
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Annex A6: People Controls

Section 6 of Annex A deals with people controls and consists of 8 controls. These controls focus 
on regulating the human component of your information security strategy. It gives guidance on 
how to structure the way personnel interact with your data and each other. The main focus of the 
8 controls lies on:

	• Secure human resource management
	• Personnel security and confidentiality
	• Information security awareness and training
	• Remote working

As these controls are people-focussed and Lansweeper is at its core an IT Asset Management solu-
tion, there are, unfortunately, no controls where Lansweeper can be of assistance in this section. 

Annex A7: Physical Controls

Section 7 of Annex A deals with physical controls and consists of 14 controls. These controls focus 
on the measures taken to ensure the security of your physical assets and infrastructure. These safe-
guards protect the physical bearers of your confidential information. These controls emphasize:

	• Entry systems and access protocols
	• Security perimeters and secure areas
	• Equipment maintenance and asset disposal processes
	• Supporting utilities
	• Clear desk and clear screen policies

As these controls are focused on physical security and Lansweeper is at its core an IT Asset 
Management solution, Lansweeper can’t be of much assistance in this section. However, there are 
5 controls it can help with.

7.4 Physical security monitoring

Control 7.4 calls for the premises to be monitored continuously for unauthorized physical 
access. This can be achieved with proper surveillance tools that can detect and prevent intruders 
from entering restricted areas like video monitoring systems, detectors, alarms, or even just good 
locks.

Many of these systems, even some locks, would fall into the category of IoT, which means 
Lansweeper can scan them. After all, if it is connected to the corporate network, Lansweeper can 
find it. This makes it easy to track and manage your security systems and ensure they are functioning 



  |  25

properly so that they can continue to monitor and protect your premises to the best of their ability.

7.7 Clear desk and clear screen

Control 7.7 requires organizations to define and enforce rules regarding clear desk and 
clear screen. This ensures that no sensitive information is left lying around on papers or removable 
storage media that can be swiped up, or left exposed on open screens where it is left vulnerable to 
unauthorized access. 

A staple in the enforcement of a clear screen policy is setting an idle time that automatically 
locks the screen and then requires a password to regain access. This reduces the risk of 
sensitive data being exposed on an unlocked screen when the user steps away and no unauthorized 
individuals can access information while the workstation is left unattended. This can be enforced 
through group policy, registry setting, or corporate policies.



Relevant Reports:

•	 Automatic Screen Lock

7.8 Equipment siting and protection

Control 7.8 calls for the secure siting and protection of all equipment hosting information 
assets. This includes placing them in secure area and implementing appropriate measures to protect 
them against physical and environmental hazards such as power outages, theft, interference with 
communications, and electrical interference, as well as humidity and temperature changes. 

Lansweeper lets you discover, track, and physically locate your equipment. Through its network 
discovery, Lansweeper ensures that IT teams have full visibility over their infrastructure, helping to 
ensure that devices are properly sited and protected from unauthorized access or environmental 
risks.

1.	 Lansweeper performs comprehensive network scans to discover devices across the orga-
nization, including hardware like switches, routers, and other network infrastructure. This ensures 
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https://www.lansweeper.com/resources/report/operating-system/automatic-screen-lock-audit/


that all equipment is accounted for and more easily physically located, even across multiple sites. 

2.	 Lansweeper’s ability to port scan switches and routers enhances visibility into network 
devices. By identifying devices in a remote location, Lansweeper helps IT teams physically locate 
and verify the positioning of their network infrastructure, ensuring that these devices are placed 
and managed securely.

3.	 Lansweeper keeps a detailed inventory of all discovered devices, so that you have eyes 
on every single piece of equipment, whether local or remote, and they tracked and managed 
securely. This allows IT teams to maintain oversight over the physical placement and security of 
key infrastructure components.

4.	 By providing continuous, real-time visibility into the organization’s hardware, Lansweeper 
allows IT teams to ensure that equipment is sited according to security policies. If a device is 
moved or improperly located, Lansweeper’s network discovery features can quickly identify it, 
supporting compliance with physical security controls.
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7.9 Security of assets off-premises

Control 7.9 urges organisations to protect assets even when they are not located on the 
main site or sites. This reduces the chance that these assets would be lost, damaged, destroyed, 
or exposed to unauthorized access. With the rise of remote work and home offices, this control has 
gained significant importance.

Lansweeper’s IT Agent (or if you are using Lansweeper Classic on-premise, LsAgent) lets you 
track, monitor, and enforce security for assets that are used outside of corporate locations. 
This way IT teams can maintain continuous oversight over off-site devices, ensuring they are pro-
tected according to the organization’s security standards, even when they are not physically on the 
premises. Lansweeper helps by: 

1.	 Tracking Off-Site Assets: The IT Agent allows Lansweeper to track assets, even when they are 
not connected to the corporate network. This includes laptops, mobile devices, and other equipment 
that employees use while working remotely. This way IT teams can keep an eye on devices that 
are off-premises, making sure they remain compliant with security policies.

2.	 Real-Time Asset Inventory: With the IT Agent installed on devices, Lansweeper can maintain 
a real-time inventory of all off-site assets. This ensures that IT teams have visibility over these 
devices, including software, hardware configurations, and potential vulnerabilities, which helps 
enforce security controls and protect off-premises assets from unauthorized access or misuse.

3.	 Monitoring Security Configurations: IT Agent can collect detailed information about the 
security configurations of off-site assets, such as installed software, antivirus status, firewall settings, 
and operating system patches. It allows you to ensure that off-premises assets maintain the same 
level of security as on-premises devices, reducing the risk of security breaches.

4.	 Offline Data Collection: Even when off-premises assets are temporarily disconnected from the 
corporate network, the IT Agent can continue collecting data about the device. Once the asset 
reconnects this information is uploaded to Lansweeper, ensuring that there are no gaps in 
monitoring or security oversight.

5.	 Incident Response for Off-Site Assets: If an off-premises asset is compromised or missing, 
Lansweeper’s inventory and the IT Agent’s data provide crucial details, such as the device’s last 
known location, installed software, and current security status. This helps IT teams take action to 
protect the asset or remotely manage it if necessary.

7.14 Secure disposal or re-use of equipment

Control 7.14 stresses the importance of secure disposal or re-use of any equipment to 
ensure that any sensitive data and licensed software has been removed or securely over-
written. This ensures that no sensitive data can be accessed by unauthorized parties when old 
assets are handed over or disposed of. 
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Lansweeper lets you track assets throughout their lifecycle, detecting unauthorized reacti-
vation, and verifying that data is removed before disposal:

1.	 Asset Lifecycle Tracking: Lansweeper allows organizations to track the entire lifecycle of an 
asset, including custom statuses such as ‘decommissioned’, ‘recycled’, or ‘pending disposal’. By 
monitoring and updating asset statuses, IT teams can ensure that devices flagged for disposal 
or re-use are properly tracked, helping maintain oversight of assets during the disposal process.

2.	 Monitoring for Unauthorized Reactivation: Lansweeper’s real-time network scanning capabil-
ities can detect if decommissioned or disposed devices come back online. This acts as a security 
control, ensuring that equipment intended for disposal or re-use is not unintentionally reactivat-
ed and reintroduced into the environment without following the appropriate procedures.

3.	 Asset Verification for Disposal: Lansweeper can be used to generate reports of assets that are 
due for disposal, including details on their software, hardware, and storage media. This ensures 
that IT teams can verify the removal of licensed software and the secure wiping or removal of 
sensitive data from storage media prior to disposal or re-use.

Lansweeper further helps with the disposal or re-use process by integrating with leading 
ITSM tools like Jira Service Management, ServiceNow, HaloITSM and more. This allows you to leverage 
Lansweeper’s rich asset data to more effectively manage and automate the entire disposal 
lifecycle, from requesting decommission to verifying data removal, software wiping procedures, or 
device re-assignment.

Annex A8: Technological Controls

Section 8 is the largest section of Annex A, consisting of 34 controls and focuses on technological 
controls. This means the digital regulations and processes that you should adopt in order to keep 
your IT infrastructure secure and compliant. This includes: 

	• Authentication protocols
	• Information logging and monitoring
	• Backup and disaster recovery processes
	• Network security and segregation
	• Protection against malware
	• Development and coding practices

Of the 34 controls in section 8, Lansweeper can directly or indirectly assist with 22.

8.1 User End Point Devices

Control 8.1 emphasizes safeguarding information accessible via endpoint devices. The data 
should be protected whether it is stored, processed, or accessed through these devices. This protects 
sensitive information against unauthorized access, loss, or compromise, underscoring the need for 

https://www.lansweeper.com/product/integrations/?category%5B0%5D=itsm
https://www.lansweeper.com/product/integrations/?category%5B0%5D=itsm
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robust security measures like encryption, access controls, and malware protection on all user endpoints.

There are a whole range of Lansweeper features and reports that can help you protect data on 
endpoint devices:

Lansweeper’s Bitlocker Encryption offers insight into the encryption status of endpoint devices, 
ensuring that any information stored on or accessible through these devices is protected. This allows 
you to verify compliance with company encryption policies and enhance data security across user 
devices. By systematically reporting on BitLocker status, Lansweeper lets you identify unencrypted 
devices, so you can take the necessary actions to safeguard sensitive information.

Lansweeper recognizes attached USB drives so that you can more easily identify unauthorized 
device usage that could be threatening the integrity of your data. That way you can take timely 
measures to prevent potential security breaches, maintaining the integrity and confidentiality of infor-
mation stored on or accessible via user endpoint devices.

The “Trusted Platform Module” report lets you assess and ensure that user end-point devices 
are equipped with TPM chips, enhancing data protection and device integrity. By reporting on TPM 
presence and status, you can identify devices that meet security standards, facilitating compliance and 
safeguarding sensitive information processed or accessible via these devices.

The “Endpoint Antivirus” report ensures that your devices are properly safeguarded with up-
to-date antivirus software, critical for defending against malware and cyber threats. By identifying 
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unprotected endpoints, you can enhance security measures, aligning with policies for information 
protection on user devices.

Lansweeper tracks your installed SSL certificates. These SSL Certificates enable encrypted 
connections, safeguarding data from interception or tampering. Regularly tracking and managing 
these certificates prevents security lapses, such as expired certificates leading to vulnerabilities, 
ensuring continuous protection of sensitive data accessed or processed by endpoint devices.

Self-signed certificates, while useful in certain scenarios, can pose a security risk if not properly 
managed, as they might not offer the same level of trust and validation as those issued by rec-
ognized Certificate Authorities. Tracking and managing these certificates help ensure that only 
trusted and validated encryption is used, reducing the risk of man-in-the-middle attacks and main-
taining the integrity and confidentiality of data.

Relevant Reports:

•	 Bitlocker Drive Encryption Audit 
•	 USB Connected Devices 
•	 Windows Certificate Overview
•	 Windows Certificates With Expired Key

https://www.lansweeper.com/resources/report/hardware/bitlocker-drive-encryption-audit/
https://www.lansweeper.com/resources/report/hardware/external-usb-drives/
https://www.lansweeper.com/resources/report/operating-system/windows-certificate-overview/
https://www.lansweeper.com/resources/report/operating-system/expired-windows-certificate-overview/
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8.2 Privileged Access Rights

Control 8.2 focuses on tightly controlling and overseeing privileged access rights within an 
organization. Privileged access, given its elevated permissions, is restricted to essential personnel and 
is subject to strict management to prevent misuse or unauthorized access. This control ensures that 
high-level access is only granted when necessary, with measures in place to monitor and review its use, 
safeguarding critical systems and information from potential security risks.

Lansweeper provides detailed asset and software inventory reports, identifying systems with 
privileged access rights. While it doesn’t directly manage user rights, its comprehensive visibility into 
network assets allows IT administrators to pinpoint where privileged accounts are used. This facilitates 
the review and audit process of privileged access, ensuring only authorized users have elevated rights 
in line with organizational policies, thereby helping to restrict and manage the allocation and use of 
such privileges effectively.

On top of that, Lansweeper integrates seamlessly with cybersecurity solutions like Axonius, Armis 
and more. Lansweeper’s detailed asset insights allow those tools to more effectively manage, monitor, 
and control privileged access rights. This ensures that the allocation and use of privileged access are 
restricted and managed according to the organization’s security policies.

https://www.lansweeper.com/product/integrations/?category%5B0%5D=cybersecurity
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8.3 Information Access Restriction

Control 8.3 mandates that access to information and assets should align with specific 
access control policies. This ensures that only authorized individuals can access certain informa-
tion or resources, safeguarding against unauthorized use or breaches. Implementing stringent ac-
cess controls according to defined policies protects sensitive data and supports the organization’s 
overall information security strategy.

Lansweeper can support adherence to access control policies by providing detailed asset and user 
information as well as your users’ login history. Through its inventory capabilities, Lansweeper 
identifies which users have access to specific assets, enabling IT administrators to review and 
adjust access rights in line with the organization’s access control policies. This ensures that access 
to information and assets is appropriately restricted according to role-based permissions, enhancing 
the security of sensitive information and compliance with established policies.

Lansweeper also integrates with ITSM and CMDB solutions like Jira Service Management, 
ServiceNow, HaloITSM and more. These tools can use Lansweeper data as their foundation to 
manage user access, including reviewing and modifying access through ticketing and automations.

Relevant Reports:

•	 Unauthorized Administrators
•	 Local Admin Accounts
•	 Active Directory Users In Specific Group

Relevant Reports:

•	 Last User Logon
•	 Windows Computer Logon History

https://www.lansweeper.com/product/integrations/?category%5B0%5D=itsm
https://www.lansweeper.com/resources/report/active-directory-users/unauthorized-administrators-audit/
https://www.lansweeper.com/resources/report/local-users/local-admin-account-name/
https://www.lansweeper.com/resources/report/active-directory-users/active-directory-users-in-specific-group-audit/
https://www.lansweeper.com/resources/report/active-directory-users/last-user-logon/
https://www.lansweeper.com/resources/report/active-directory-users/windows-computer-logon-history/
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Lansweeper reports on the storage capacity of your servers, computers, and SAN/NAS 
devices and provides detailed insights into storage utilization. This allows you to monitor disk 
space effectively, identifying potential capacity issues before they impact system performance or 
data storage capabilities. Thanks to precise, up-to-date reports, you can proactively manage your 
storage resources, ensuring they align with current and future requirements, thus maintaining 
system efficiency and avoiding potential disruptions.

8.6 Capacity Management

Control 8.6 underscores the necessity of monitoring and managing resource usage to align 
with both current and anticipated capacity demands. This involves regularly reviewing your 
resource consumption against capacity and adjusting as necessary to ensure that your infrastructure 
can support your operations without interruption. Effective capacity management is essential for 
maintaining optimal performance and avoiding potential bottlenecks or system failures.

Through performance metrics, Lansweeper gives you insight into the capacity and resource 
usage of your IT assets. It gathers and analyzes data on resource usage across the IT infrastructure 
to identify current capacity levels and forecast future needs. This enables you to adjust your 
resources effectively, ensuring they meet current and anticipated demands without overutilization 
or underutilization, thereby maintaining optimal performance and supporting strategic capacity 
management.

https://www.lansweeper.com/product/features/it-analytics/performance-counter-scanner/
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Integrate Lansweeper with your IT operation management solutions like PRTG, SenHub, and 
more to supply these tools with always-accurate device information that suplements monitoring of 
specific data points. This allows organizations to monitor and adjust the use of resources effectively, 
ensuring that capacity is managed in line with current and future requirements.

https://www.lansweeper.com/product/integrations/?category%5B0%5D=itom
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8.7 Protection Against Malware

Control 8.7 mandates the implementation of anti-malware measures, coupled with user 
education to heighten awareness. This approach not only involves deploying technical solutions 
to detect and block malware but also ensures that users understand their role in preventing malware 
infections, enhancing the organization’s overall defense against malicious software threats.

Lansweeper’s Risk Insights provide you with an overview of all at-risk assets in your IT environment 
as well as all known vulnerabilities threatening them. Lansweeper makes a comprehensive scan of 
your networked assets and compares them to vulnerability data drawn from the VulnCheck, VulDB, 
CISA, and MS databases. These vulnerability insights allow you to prioritize and respond to security 
threats promptly, strengthening your organization’s security posture against potential breaches.

Relevant Reports:

•	 Windows Performance Counter Statistics
•	 Linux Performance Counter Statistics
•	 Windows & Linux Performance Counters Statistics
•	 Windows Disk Space Audit

https://www.lansweeper.com/product/features/unity/vulnerability-insights/
https://www.lansweeper.com/resources/report/hardware-components/windows-performance-counters-statistics/
https://www.lansweeper.com/resources/report/hardware-components/linux-performance-counters-statistics/
https://www.lansweeper.com/resources/report/hardware-components/windows-linux-performance-counters-statistics/
https://www.lansweeper.com/resources/report/hardware-components/windows-disk-space-audit/
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Create a compliance baseline, using Lansweeper’s powerful and granular reporting capabilities. 
By comparing your asset data against the established baseline, you can easily spot any deviations 
that could spell trouble. Lansweeper tracks your antivirus status, running services, required software 
and/or agents, registry key values and file versions, unapproved software, unauthorized local 
administrators, and more to help you ensure compliance with your baseline security standards.

Easily spot unauthorized software thanks to Lansweeper’s comprehensive software discovery. 
Lansweeper automatically scans all software within your network. Once your software has been 
scanned you can mark it as approved or unauthorized on-premises or use the custom report in 
Lansweeper Sites. Once you’ve set up your software authorization you can easily audit your network 
for unauthorized software and identify the exact devices they are on to start taking action.

Maintain reliable backups to ensure data availability in case of a ransomware incident or system 
failures. By identifying and tracking backup solutions, Lansweeper enables you to verify whether 
critical systems are properly backed up, assess potential gaps in coverage, and ensure alignment 
with compliance standards. This visibility helps you mitigate the risk of data loss and strengthen 
your overall disaster recovery strategy.

Tackle unapproved local administrators to safeguard your critical system files and settings 
from unauthorized modifications that could lead to security breaches or data loss. Maintaining 
strict control over local administrator access is a critical strategy for protecting against malware. 
By limiting these privileges, you can significantly reduce the risk of malicious software gaining the 
necessary permissions to execute harmful actions. This approach ensures that only authorized and 
necessary applications or users can make significant changes to the system. 
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Fuel your cybersecurity tools with rich Lansweeper data to provide detailed insights into 
the asset environment. This leads to more effective management and remediation of malware 
through ticketing or automations based on data provided by Lansweeper. Lansweeper seamlessly 
integrates with cybersecurity solutions like Axonius, Armis and ITSM solutions like Jira Service 
Management, Servicenow and more.

8.8 Management of Technical Vulnerabilities

Control 8.8 focuses on the management of technical vulnerabilities. It involves gathering 
information on system vulnerabilities, assessing the risks they pose to the organization, and 
implementing suitable measures to mitigate these risks. This control ensures that vulnerabilities 
are identified, evaluated, and addressed proactively, minimizing potential security threats to the 
organization’s information systems.

Lansweeper’s Risk Insights provide you with a clear view of all vulnerabilities threatening your 
network. By comparing the comprehensive IT asset data Lansweeper discovers to known vulnerability 
data drawn from the  VulnCheck, VulDB, CISA, and MS databases, it compiles a list of all at-risk assets in 
your network. Each entry shows the affected asset and the vulnerabilities threatening it, as well as 
additional information, like a full description of the vulnerability, the CVSS score, patch availability, 
and additional resources. This allows you to quickly assess which issues are the greatest threat to 
your network and prioritize your remediation efforts.

Relevant Reports:

•	 Unauthorized Administrators
•	 Local Admin Accounts
•	 Unauthorized Software

https://www.lansweeper.com/product/features/unity/vulnerability-insights/
https://www.lansweeper.com/resources/report/active-directory-users/unauthorized-administrators-audit/
https://www.lansweeper.com/resources/report/local-users/local-admin-account-name/
https://www.lansweeper.com/resources/report/security-software/unauthorized-software-audit/
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Lansweeper also provides lifecycle information for your assets where it is available. This in-
cludes end-of-Life and End-of-Support dates, as well as the status of your operating system or 
firmware. This allows you to retire or replace obsolete systems before they become a security risk, 
plan ahead for future purchases, and make sure that your systems are fully supported.

Lansweeper can integrate with multiple cybersecurity applications such as Splunk, Palo Alto 
Cortex XSOAR, ThreatAware, DeepSurface, Microsoft Sentinel, and more. These integrations en-
hance the tool by providing detailed asset data to improve their threat intelligence quality or pro-
vide additional context to threat intelligence already detected.

8.9 Configuration Management

Control 8.9 mandates the thorough management of system configurations, including their 

Relevant Reports:

•	 Hardware Lifecycle Overview
•	 OS Lifecycle Overview

https://www.lansweeper.com/solutions/use-cases/asset-lifecycle-management/
https://www.lansweeper.com/product/integrations/?category%5B0%5D=cybersecurity&category%5B1%5D=siem-soar
https://app.lansweeper.com/redirect-to/security-insights/vulnerabilities/hw-lifecycle
https://app.lansweeper.com/redirect-to/security-insights/vulnerabilities/os-lifecycle
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security aspects. This requires setting, documenting, implementing, and continually monitoring 
and reviewing the configurations of hardware, software, services, and networks to ensure they 
meet security standards and operational requirements. This systematic approach helps maintain 
system integrity and security, preventing unauthorized access and potential vulnerabilities.

Lansweeper’s network device discovery and inventory assists in automating running-configuration 
backup orchestration. Discover port-level connections to show every connected asset where to find 
them. Take advantage of dynamic network diagrams to see where assets are positioned within your 
network and view and manage dependencies and network changes.

Aggregate and analyze event logs from across the network to identify patterns and anomalies 
that could indicate security threats. Thanks to detailed visibility into system events you can detect 
any changes in configuration that could cause issues early, enabling timely analysis and response 
to prevent security incidents. 

Lansweeper scans Windows registry keys to gather configuration data, helping administrators 
track and manage settings across their network. By querying the registry, Lansweeper collects valuable 
information on software configurations, system settings, and other key data points. 

Lansweeper’s asset change history tracking records any changes made to your configurations. 
These records provide a comprehensive overview of your IT environment’s evolution, offering 
insights into potential security threats and unauthorized configuration changes. Thanks to the 
detailed tracking, you can easily identify unusual or unauthorized changes.

https://www.lansweeper.com/product/features/it-analytics/diagrams/
https://community.lansweeper.com/t5/managing-assets/track-software-memory-and-other-changes-on-windows-computers/ta-p/64397
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Relevant Reports:

•	 Software Changes in the Last 7 Days
•	 Newly Discovered Software in the Last 7 Days

Lansweeper’s Risk Insights feature compiles a list of at-risk assets in your network and the 
vulnerabilities that are threatening them, based on vulnerability data from the VulnCheck, VulDB, 
CISA, and MS databases. This allows you to prioritize and address vulnerabilities promptly by 
applying the necessary patches and configuration changes.  

Achieve security baseline compliance with Lansweeper’s powerful and granular reporting 
capabilities. Create a configuration baseline to compare assets to and alert on any deviation. 
Lansweeper includes aver 400 built-in and the option to create your own. 

8.10 Information Deletion

Control 8.10 emphasizes the need for securely deleting information from systems, devices, 
or storage media when it is no longer necessary. This control ensures that outdated or 
unnecessary data is removed to prevent unauthorized access and reduce the risk of data breaches, 
maintaining the confidentiality and integrity of information within the organization.

Lansweeper cannot delete your old data for you, but it can be used to track the lifecycle of the 
assets that are used to store and access your data.

Lifecycle tracking allows you to manage your assets from acquisition to disposal. It is an essential 
part of effective asset management, ensuring assets are maintained, upgraded, or disposed of in 
accordance with organizational policies and standards. Lansweeper can track the lifecycle of assets 
from acquisition through deployment, usage, and eventual decommissioning through customizable 
asset statuses and states.

https://www.lansweeper.com/resources/report/history/software-changes-in-the-last-7-days-audit/
https://www.lansweeper.com/resources/report/security-software/newly-discovered-software-in-the-last-7-days-audit/
https://www.lansweeper.com/product/features/unity/vulnerability-insights/
https://www.lansweeper.com/blog/pro-tips/reporting-on-compliance/
https://www.lansweeper.com/solution/use-cases/asset-lifecycle-management/
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Through integrations with multiple ITAM solutions Lansweeper can enhance the data quality 
in your favorite tools like Asset Panda, Setyl, Timly, and more. Additionally, by integrating with 
ITSM tools like Jira Service Management and ServiceNow, you can use ticketing and automations 
along with the Lansweeper data to ensure data is deleted on decomission.

8.12 Data Leakage Prevention

Control 8.12 mandates implementing data leakage prevention measures for systems, 
networks, and devices handling sensitive information. This control aims to prevent unauthorized 
disclosure of sensitive data by applying stringent security measures and monitoring mechanisms 
across all platforms where such information is processed, stored, or transmitted, ensuring the 
organization’s data remains secure and private.

Lansweeper offers visibility into the devices and systems that handle sensitive information, 
aiding in the implementation of data leakage prevention measures. By identifying where sensitive 
data resides, Lansweeper helps ensure that appropriate security controls are in place across networks 
and devices, preventing unauthorized access or transmission of sensitive information, and contributing 
to a comprehensive data protection strategy.

Lansweeper also integrates seamlessly with leading ITSM and CMDB solutions like Jira 
Service Management, ServiceNow, HaloITSM and more. These tools can use Lansweeper’s granular 
data as their foundation for managing user access, including reviewing and modifying access 
through ticketing and automations.

https://www.lansweeper.com/product/integrations/?category%5B0%5D=itsm&category%5B1%5D=itam
https://www.lansweeper.com/product/integrations/?category%5B0%5D=itsm
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8.13 Information Backup

Control 8.13 requires maintaining and periodically testing backup copies of information, 
software, and systems in line with a specific backup policy. This ensures that critical data and 
system functionality can be restored after incidents like data loss or system failures, maintaining 
operational continuity and data integrity. Regular testing of backups confirms their effectiveness and 
reliability for emergency use.

Thanks to Lansweeper’s comprehensive discovery capabilities, you always have a complete view 
of all servers, assets, shares, and databases containing critical information that needs to be 
backed up in order to ensure they are compliant with your backup policies. On top of your IT assets, 
Lansweeper also inventories your backup agents and versions. Track and report on your agents’ status 
to ensure that your backups and disaster recovery services are always enabled and up-to-date.

Integrate Lansweeper with your ITSM and CMDB tools like Jira Service Management, ServiceNow, 
HaloITSM and more, for an accurate and up-to-date inventory of assets that need to be included in 
backup routines. This ensures that backup copies of information, software, and systems are maintained 
and regularly tested in line with the organization’s backup policies through ticketing and automations.

8.15 Logging

Control 8.15 requires the creation, storage, protection, and analysis of logs detailing activities, 
exceptions, faults, and other significant events. This process is vital for tracking system behavior, 
identifying potential security incidents, and facilitating forensic investigations, ensuring that all 
pertinent events within the IT environment are appropriately documented and analyzed for 
security and operational integrity.

Thanks to Lansweeper’s event log monitoring you can swiftly identify and assess security events. 
Event logs provide insight into the goings-on of your IT infrastructure. This facilitates early detection 
of potential incidents or suspicious behavior, so you can quickly respond to and mitigate risks, or 
investigate security incidents, protecting operational integrity and data security.

Relevant Reports:

•	 Veeam End of Life
•	 Microsoft SQL Servers and Their Installed Databases

https://www.lansweeper.com/product/integrations/?category%5B0%5D=itsm
https://www.lansweeper.com/product/features/it-network-discovery/windows-event-log-scanner
https://www.lansweeper.com/resources/report/security-software/veeam-eol-audit/
https://www.lansweeper.com/resources/report/operating-system/microsoft-sql-servers-and-their-installed-databases/
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Create event log alerts to notify you as soon as a critical event is scanned. The combination of 
Windows event log scanning targets and email alerts, lets you know within minutes when vital assets 
are showing any suspicious activity. You can set email notifications for critical or non-critical event 
logs to stay updated on the state of your network. 

Track your asset change history to keep meticulous records of any changes in hardware, software, 
configurations, and user permissions. This allows you can detect, track, and investigate unauthorized 
changes, ensuring that all modifications align with security policies. Lansweeper aids in accountability 
and forensic analysis by maintaining a comprehensive audit trail, crucial for mitigating risks and 
ensuring compliance with regulatory requirements and policies.

Integrate Lansweeper with a wide range of cybersecurity applications such as Splunk, Palo Alto 
Cortex XSOAR, ThreatAware, DeepSurface, Microsoft Sentinel, and more. Lansweeper can supports 
these products by providing detailed asset data that improves their threat intelligence quality or 
provides additional context to threat intelligence already detected.

Relevant Reports:

•	 Windows Error events generated in last 7 days

https://community.lansweeper.com/t5/reporting/send-report-and-event-log-alerts/ta-p/64333
https://community.lansweeper.com/t5/managing-assets/track-software-memory-and-other-changes-on-windows-computers/ta-p/64397
https://www.lansweeper.com/product/integrations/?category%5B0%5D=cybersecurity&category%5B1%5D=siem-soar
https://www.lansweeper.com/resources/report/operating-system/event-log-errors-generated-in-last-7-days/
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8.16 Monitoring Activities

Control 8.16 mandates the continuous monitoring of networks, systems, and applications to 
detect unusual behavior, with necessary measures taken to assess potential security incidents. 
This proactive surveillance helps identify and respond to threats promptly, safeguarding information 
security.

Lansweeper helps by providing a comprehensive view of your networks, systems, and applications so 
that you can monitor for any anomalies indicative of potential security incidents. It extends its 
functionality by identifying and classifying devices for a seamless integration with monitoring tools 
like PRTG and SolarWinds, ensuring a wide-ranging surveillance of all critical assets. Additionally, 
Lansweeper monitors key performance metrics, including CPU, memory, and network utilization, 
offering insights into performance-related issues that could highlight security concerns, thus bolstering 
the organization’s monitoring and incident response capabilities.

Relevant Reports:

•	 Windows Performance Counter Statistics
•	 Linux Performance Counter Statistics
•	 Windows & Linux Performance Counters Statistics
•	 Windows Disk Space Audit

https://www.lansweeper.com/product/integrations/
https://www.lansweeper.com/resources/report/hardware-components/windows-performance-counters-statistics/
https://www.lansweeper.com/resources/report/hardware-components/linux-performance-counters-statistics/
https://www.lansweeper.com/resources/report/hardware-components/windows-linux-performance-counters-statistics/
https://www.lansweeper.com/resources/report/hardware-components/windows-disk-space-audit/
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8.17 Clock Synchronization

Control 8.17 stipulates that the clocks of all information processing systems within an 
organization should be synchronized to a reliable and approved time source. This syn-
chronization ensures consistency in timekeeping across systems, which is crucial for accurate log 
management, security incident tracking, and the coordination of time-sensitive operations, thereby 
enhancing the reliability and integrity of data processes.

Lansweeper scans Windows registry keys to gather configuration data, helping administrators 
track and manage settings across their network. By querying the registry, Lansweeper collects 
valuable information on software configurations, system settings, and other key data points. To en-
sure proper time settings on Windows systems, you can check registry keys related to the Windows 
Time Service.

Relevant Reports:

•	 Scanned Registry Keys
•	 W32Time Configuration Report

https://www.lansweeper.com/resources/report/operating-system/custom-registry-key-audit/
https://www.lansweeper.com/resources/report/operating-system/w32time-configuration-audit/
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8.18 Use of Privileged Utility Programs

Control 8.18 focuses on the strict regulation of privileged utility programs that have the potential to 
bypass system and application controls. These powerful tools must be used sparingly and under strict 
oversight to prevent unauthorized or harmful alterations to system configurations and operations, 
ensuring that only authorized personnel have access to such utilities under controlled conditions.

Lansweeper can help monitor and manage the use of privileged utility programs by identifying and 
monitoring these programs on the network, ensuring they are only available to authorized person-
nel. By tightly controlling access to these tools, Lansweeper helps maintain system and application 
security, preventing unauthorized actions that could bypass critical controls.

8.19 Installation of Software on Operational Systems

Control 8.19 mandates the establishment of secure processes for installing software on 
operational systems, ensuring that installations do not compromise system integrity or 
security. This involves setting up strict procedures and safeguards to manage how software is added 
to systems, verifying the software’s legitimacy, and assessing its impact on the existing security posture 
to prevent unauthorized or harmful installations.

Use Lansweeper’s deployment and SCCM integrations to manage software installations on 
operational systems securely. Through integrations with your deployment tools, you can leverage 
Lansweeper’s data to ensure that only approved software is installed, in line with organizational policies. 
This approach helps maintain system security and integrity, effectively preventing unauthorized software 
installations and aligning with secure management practices for operational systems.

Relevant Reports:

•	 Unauthorized Software
•	 Assets with Unauthorized Software

https://www.lansweeper.com/resources/report/security-software/unauthorized-software-audit/
https://www.lansweeper.com/resources/report/security-software/assets-with-unauthorized-software-audit/
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8.20 Networks Security, 8.21 Security of Network Services, and 8.22 
Segregation of Networks

We are grouping together controls 8.20, 8.21, and 8.22 since they are closely related, and the way 
Lansweeper can support these controls is the same.

Control 8.20 emphasizes the need to secure and manage networks and network devices to 
protect the information within systems and applications. This control requires implementing 
measures to safeguard network infrastructure against unauthorized access, threats, and vulnerabilities, 
ensuring that data transmitted across networks is protected consistently and effectively.

Control 8.21 mandates the identification, implementation, and monitoring of security 
mechanisms and service levels for network services. It requires that network services have clearly 
defined security measures and service requirements to ensure the protection and reliability of network 
operations, facilitating ongoing monitoring and management to safeguard against security risks.

Finally, control 8.22 calls for network segregation within an organization, ensuring that 
different groups of information services, users, and systems are separated within the 
network. This segregation is critical for minimizing potential cross-system security threats and 
ensuring that sensitive information and critical services are compartmentalized to enhance overall 
security.

Lansweeper helps you achieve all three of these controls by identifying and mapping out devices, 
subnets, and VLANs across networks. The comprehensive view of your devices and systems as 
well as their status, configurations, and dependencies allows you to safeguard their security. It 
also facilitates the organization of assets into categories based on their functions, application stacks, 
or user access levels, supporting effective network segregation. 

This capability allows for refined control over access and network segmentation, enhancing security 
by ensuring that users and systems have access only to the networks and information necessary for 
their roles. In case of a security incident, detailed network diagrams can immediately tell you what 
parts of your network are at risk. 

The Risk Insights feature also gives you a comprehensive overview of all vulnerabilities threatening 
your network, as drawn from the VulnCheck, CISA, and MS databases. The list provides additional 
detail for each vulnerability like CVSS scores, patch availability, and additional resources. This way you 
can prioritize and address vulnerabilities before they can become an issue.

https://www.lansweeper.com/product/features/it-analytics/diagrams/
https://www.lansweeper.com/product/features/unity/vulnerability-insights/
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8.24 Use of Cryptography

Control 8.24 emphasizes the need for clear rules on using cryptography, including managing 
cryptographic keys. This involves defining and enforcing policies for encrypting data, securing 
communications, and handling keys to ensure the confidentiality, integrity, and authenticity of 
information. Effective cryptographic practices protect sensitive data against unauthorized access 
and tampering.

Lansweeper’s Bitlocker Encryption lets you keep track of the encryption status of endpoint devices. 
It allows you to verify compliance with company encryption policies, enhancing data security across 
user devices. The “BitLocker Drive Encryption Audit” report shows you the BitLocker status of each 
device, so you can easily identify unencrypted devices, and take the necessary actions to remedy the 
situation.

Another report, the “Trusted Platform Module” report allows you to assess and ensure that 
your devices are equipped with TPM chips, enhancing data protection and device integrity. Thanks 
to this insight into the TPM presence and status, you can easily find which devices meet encryption 
and security standards.

Lansweeper also tracks your installed SSL certificates. These SSL Certificates enable encrypted 
connections so that your data is safe from interception or tampering. By simply keeping an eye on 
these certificates you can security lapses, like expired certificates leading to vulnerabilities.

Self-signed certificates specifically can pose a security risk if not properly managed. While they are 
useful in some scenarios, they unfortunately, don’t always offer the same level of trust and validation 
as those issued by recognized Certificate Authorities. Automated tracking and managing of these 
certificates helps to ensure that only trusted and validated encryption is used. 
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8.27 Secure System Architecture and Engineering Principles

Control 8.27 mandates the establishment, documentation, maintenance, and application 
of secure system architecture and engineering principles. This control ensures that security 
is integrated into the fabric of information system development, applying robust security standards 
and practices throughout all phases of system design and engineering to mitigate risks and enhance 
system resilience.

By tracking software and hardware specifications, firmware, services, and group memberships, Lansweeper 
ensures that security measures like appropriate group implementations are in place. This compre-
hensive oversight aids in the secure development and maintenance of information systems. It helps 
you adhere to secure system architecture and engineering principles by ensuring that administration 
procedures and principles are properly implemented. 

8.31 Separation of Development, Test and Production Environments

Control 8.31 dictates that development, testing, and production environments must be kept 
separate and secure to prevent unauthorized access and data breaches. This separation helps 
ensure that developmental changes do not unintentionally affect the live environment, safeguarding 
the production system’s integrity and stability.

There are several ways in which you can classify your assets within Lansweeper to identify and classify 
them as belonging to either your development, test, or production environment. 

	• Use custom fields to label your assets. These fields can be used to add any information to 
your assets that you may find useful. That includes their environment. Custom reports also let you 
locate these assets based on the custom fields you set.

Relevant Reports:

•	 Bitlocker Drive Encryption
•	 Active Directory BitLocker Recovery Keys
•	 Trusted Platform Modules
•	 Windows Certificate Overview
•	 Windows Certificates With Expired Key
•	 Windows Self-Signed Certificates

https://community.lansweeper.com/t5/managing-assets/configure-and-add-data-to-asset-custom-fields/ta-p/64403
https://www.lansweeper.com/resources/report/hardware/bitlocker-drive-encryption-audit/
https://www.lansweeper.com/resources/report/active-directory-users/active-directory-bitlocker-recovery-keys-audit/
https://www.lansweeper.com/resources/report/hardware/trusted-platform-modules-audit/
https://www.lansweeper.com/resources/report/operating-system/windows-certificate-overview/
https://www.lansweeper.com/resources/report/operating-system/expired-windows-certificate-overview/
https://www.lansweeper.com/resources/report/operating-system/windows-self-signed-certificate-overview/
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	• Use existing asset naming conventions to quickly document details. Servers can be deployed 
with naming conventions to describe the environment. This then allows you to filter on the naming 
convention in the multi-edit asset menu, and quickly edit diagram. For example, you could filter 
Windows servers with names containing ‘PRD’ - if your organization names production servers with 
that abbreviation - and update the appropriate custom field for tracking environment, to ‘Production.’ 

Once you have a reliable way of identifying these assets as part of a certain environment, you can 
then use this info, in combination with Lansweeper’s network insights and diagrams, to make sure 
that your environments are properly separated and secured.

8.32 Change Management

Control 8.32 necessitates that all modifications to information processing facilities and systems 
go through established change management procedures. This ensures that changes are assessed, 
authorized, implemented, and reviewed in a controlled manner, minimizing the risk of disruptions or 
security vulnerabilities introduced by the changes, thereby maintaining system integrity and reliability.

Lansweeper’s comprehensive asset inventory can serve as a robust foundation for a 
Configuration Management Database (CMDB), facilitating effective change management. By 
maintaining an up-to-date and detailed overview of information processing facilities and systems, 
you can make an informed assessment of the impact of proposed changes, ensuring that all mod-
ifications are accurately recorded, analyzed, and implemented within a structured framework. This 
approach minimizes risks associated with changes, promoting stability and security in information 
systems. 

Lansweeper also seamlessly integrates with leading ITSM/CMDB platforms, significantly 
enhancing change management processes. These integrations let you sync Lansweeper’s detailed 
asset inventory directly into ITSM solutions, providing a unified view of assets and facilitating effective 
tracking, analysis, and management of changes across the IT landscape.

https://www.lansweeper.com/product/features/it-analytics/diagrams/
https://www.lansweeper.com/product/integrations/


Discover What
Lansweeper Can Do for Your ISO 27001 Certification

ISO27001 provides a coherent and comprehensive framework for establishing, implementing, maintaining, 
and improving an Information Security Management System (ISMS) to safeguard your information assets. 
By simply adhering to the standards it sets, you can systematically manage your information security risks, 
ensuring the confidentiality, integrity, and availability of data. ISO 27001 certification is a great way to demon-
strate a commitment to robust security practices, build trust with stakeholders, and help your organization 
meet regulatory and business requirements. 

Ultimately, achieving ISO 27001 certification is not just about compliance but also about establishing a cul-
ture of continuous improvement in information security management. It is an ongoing effort to strengthen 
resilience against cyber threats, foster trust, and ensure business continuity in an increasingly digital and 
interconnected world.

Lansweeper helps to streamline the implementation of many of ISO 27001’s controls. From inventory manage-
ment to compliance auditing, Lansweeper supports your organization in identifying vulnerabilities, 
managing assets, and enforcing security policies. Seamless integrations allow you to further leverage 
Lansweeper’s technology asset data throughout your tech stack. These capabilities help you prepare for ISO 27001 
certification by providing the visibility and insights you need to address both technical and operational controls.

Try Lansweeper Today

Request a Demo

https://www.lansweeper.com/product/demo/
https://app.lansweeper.com/try
https://app.lansweeper.com/try
https://app.lansweeper.com/try
https://www.lansweeper.com/product/demo/

